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Abstract: The digital era presents new challenges and opportunities in personal data management,
demanding dynamic and responsive adaptation of public policies to balance technological innovation,
individual privacy, and economic interests. The results of this study show that the implementation of data
protection policies in tax law has the potential to increase public trust in the tax system significantly. This
promising finding suggests that policies that ensure personal data protection are consistently integrated
into tax procedures can encourage higher tax compliance. Moreover, the adoption of technology, such as
cloud computing and blockchain, plays a pivotal role in corporate governance, improving data protection
and offering operational efficiency. This emphasis on the role of technology reassures the audience about
the potential benefits of technological adoption. Furthermore, tax agencies that regularly evaluate and
update their policies to align with the latest technological developments and changing privacy norms show
higher public trust. This confirms that active engagement of tax agencies in discussions on the ethics of data
processing and artificial intelligence can strengthen transparency and accountability. Therefore, a
combination of legal reforms, investments in security technologies, and a dynamic and inclusive regulatory
approach are key factors in creating a tax system that is efficient and ethical, in line with modern society's
expectations for privacy and data management.
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1. Introduction

In the current era of globalization and the digital revolution, technology's role in every aspect of life,
including the tax sector, has become increasingly significant. Technological innovations have not just
changed but transformed the way tax institutions collect, process, and store taxpayer data, ushering in
unprecedented efficiency and effectiveness. The urgency of tax policy reform has become even more
pronounced with the rapid growth of the digital economy that transcends traditional jurisdictional
boundaries. The digital transformation has not just created new business models, facilitated easy cross-
border transactions, and generated new sources of revenue but also brought to light the inadequacies of
conventional tax legal frameworks [1].

This presents significant challenges for governments in ensuring equitable distribution of the tax burden
and avoiding tax base erosion. Therefore, tax policy reform is necessary not only to adjust to the dynamics
of the digital economy but also to ensure fairness, efficiency of tax collection, and prevention of tax evasion
[2]. Tax policy adaptation is crucial to strengthening fiscal infrastructure, responding to changes in the
business environment, and ensuring that countries have the ability to finance public needs in the digital era
[3]. Tax, as the main instrument of state fiscal policy, has an important role in financing public expenditure
and achieving economic stability. To improve the efficiency of tax collection, the use of taxpayer personal
data is becoming increasingly intensive [4]. The collection, processing, and storage of personal data by tax
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authorities increases the risk of privacy violations if not managed carefully and in accordance with data
protection principles [5].

The challenge of data protection in the tax collection process arises from the need to balance tax collection
effectiveness and respect for taxpayer privacy. In this digital age, tax authorities collect, process, and store
large amounts of personal data to improve tax compliance and minimize tax evasion [6]. However, this
presents significant risks to data security and privacy, including leakage of sensitive information, use of
data for unauthorized purposes, and unauthorized access by third parties [7]. In addition, applying
advanced data collection technologies such as predictive analytics and machine learning raises questions
regarding transparency and accountability in data processing. These challenges require tax authorities to
align their practices with strict data protection principles and build trust with the public, ensuring that data
collection is conducted ethically and securely [8].

On the other hand, the importance of personal data protection has been recognized globally, as reflected in
various international regulations and initiatives, including the General Data Protection Regulation (GDPR)
in the European Union. Protecting individuals' personal information is not only an ethical obligation but
also a legal one, given the consequences of data breaches for individuals and institutions [4]. However, in
practice, there is a tendency for conflict between fiscal interests and the right to privacy. On the one hand,
governments and tax authorities must ensure the efficiency and effectiveness of tax collection for public
financing. On the other hand, they must also comply with data protection principles and regulations to
safeguard taxpayers' privacy. Finding a balance between these two interests is a complex challenge [9].
Data breach cases in recent years demonstrate the significant risks of inadequately protected data
collection practices, fuelling public concerns about privacy risks and questioning the integrity of tax
collection systems [10]. Therefore, it is important to explore how tax law and privacy policy can adapt and
evolve to accommodate both aspects, ensuring that fiscal interests can be met without compromising
personal data protection.

This research aims to fill the gap in the literature by analyzing the interaction between tax law and privacy
policy, identifying existing challenges, and proposing ways to balance fiscal interests with data protection.
By understanding the limitations and potential solutions, it is possible to formulate a policy framework that
enables efficient tax collection while ensuring high data protection for individuals.

2. Methodology

The study conducted in this research uses the literature research method. The literature research method
is used in academic research to collect and analyze relevant information on a particular topic from
secondary text sources, such as journals, books, and online articles. Researchers use this method to identify,
collate, and analyze various data sources related to the topic under study, which helps build a theoretical
or conceptual framework for their research. This process includes searching for relevant keywords in
various databases and catalogs to find appropriate literature, followed by evaluating the eligibility and
relevance of the sources to the research objectives [11] [12] [13].

3. Discussion

3.1. Tax Law

The principles of tax law are the philosophical and theoretical foundations that form the basis for
developing and applying tax regulations in various jurisdictions. These principles include fairness,
efficiency, certainty, convenience, economy, and flexibility. Fairness in taxation is divided into horizontal
fairness, where individuals of equal economic means are taxed equally, and vertical fairness, where
individuals of greater economic means pay more [14]. Efficiency refers to a tax system designed to collect
revenue with minimal impact on economic decisions. Certainty ensures taxpayers understand when, how,
and how much tax to pay. Convenience emphasizes a tax system that is easy for taxpayers and tax
authorities to understand and administer. The economic principle refers to the cost of collecting taxes that
should be minimal. Finally, the flexibility of tax principles allows the tax system to adapt to changing
economic and social conditions [15].
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The evolution of tax law in the digital age is characterized by the rapid development of technology that
forces tax authorities and legislators worldwide to adopt tax law frameworks to remain relevant to new
business models and emerging ways of economic transactions. An increasingly connected world and the
dominance of the digital economy, including electronic commerce, the sharing economy, and
cryptocurrencies, challenge conservative principles of taxation, particularly concerning issues of location
of economic activity and determination of the place of tax collection [16]. Responses to these changes
include the implementation of BEPS (Base Erosion and Profit Shifting) by the OECD, which aims to address
tax avoidance by multinational corporations, as well as the introduction of digital taxes to capture the value
generated by large digital companies in countries where they do not have a significant physical presence
[17]. Artificial intelligence and blockchain technology are also utilized to improve tax compliance and
administrative efficiency. These transformations represent a vital transition in tax law, blending old
principles with new realities to create a fair and efficient system in a changing global economic
environment [18].

Therefore, the evolution of tax law in the digital age is a response to the economic transformation brought
about by technology. This includes adapting tax regulations to address challenges arising from the digital
economy, such as profit shifting, electronic commerce, and business entities without physical form. Global
initiatives such as BEPS by the OECD and the implementation of digital taxation demonstrate international
efforts in creating a fairer, more effective, and digital-appropriate tax system. New technologies such as Al
and blockchain are projected to improve tax administration, reduce tax evasion, and facilitate tax
compliance. This signifies an important shift from traditional tax principles to innovative practices,
ensuring the global tax system remains relevant and effective amid economic and technological
developments.

3.2. Personal Data Protection

The general principles of data protection, which are the backbone of regulations such as the General Data
Protection Regulation (GDPR) in the European Union and similar regulations worldwide, include several
core rules. First, the principle of lawful, fair, and transparent processing requires that personal data be
collected and processed lawfully, fairly, and transparently to the subject of data [19]. Furthermore, the
principle of limitation of purpose stipulates that data should only be collected for specific, explicit, and
legitimate purposes, and data minimization ensures that only data that is truly necessary for the purpose
is collected. The principle of accuracy encourages the accuracy of information, while storage limitation
stipulates that personal data should be kept for a period no longer than necessary [20]. Integrity and
confidentiality underscore the importance of safeguarding data from unauthorized access or illegal
processing. Finally, the principle of accountability requires data controllers to be responsible and able to
demonstrate compliance with all of these principles, cementing data protection as an important ethos in
the policies and practices of an organization or corporation [21].

Data protection regulations worldwide have significantly developed in recent years in response to growing
privacy and data protection concerns. One of the most important and influential examples is the General
Data Protection Regulation (GDPR) enacted by the European Union in May 2018 [22]. GDPR has set new
data protection and privacy standards, not only for entities operating within the European Union but also
for companies around the world that process the data of EU citizens. The regulation implements the
principles of more significant consent, transparency, and control for data subjects over their personal data
and substantial penalties for organizations that violate them. The GDPR also encourages the
implementation of Privacy by Design, which integrates data protection and privacy into every stage of
product or service development [23].

Outside of Europe, many countries have developed or updated their own data protection regulations,
inspired by the GDPR or as independent initiatives to improve the protection of their citizens' privacy
rights. For example, the California Consumer Privacy Act (CCPA) in the United States, which came into effect
in January 2020, gives California consumers new rights, including the right to know what information is
being collected about them by businesses and the right to request the deletion of that data [24]. In Asia, the
Personal Data Protection Acts passed by Singapore and Japan underscore the importance of protecting
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personal data and establishing a framework for fair and lawful data use and collection. Globally,
frameworks such as the GDPR have become models for many countries in drafting or modifying their data
protection regulations, confirming the global trend toward stronger privacy and data protection [25].

3.3. The Tax and Privacy Dilemma

Privacy breaches are a significant risk in tax data collection, especially as tax authorities collect and process
large volumes of taxpayer personal and financial data. As the tax administration militarises, the risk of data
leakage, theft, or misuse increases, whether due to cyber-attacks or lapses in system security. Privacy
concerns are also exacerbated by the potential use of tax data beyond the initially collected purpose,
including unauthorized monitoring or profiling [26]. Therefore, strengthening policies and security
mechanisms to protect personal information in the tax system is essential to maintain public trust and meet
increasingly stringent data protection legal standards in many jurisdictions. The inability to manage these
risks can result in large financial losses, reputational damage, and disruption to tax compliance [27].

The conflict between the government's fiscal interests and the right to individual privacy is often a hot spot
in discussing tax policy regulation and implementation. On the one hand, governments have a fiscal interest
in collecting taxes effectively and efficiently to fund public programs and social services [28]. This often
requires collecting detailed personal and financial data from individuals and businesses to ensure tax
compliance and identify tax evasion. However, collecting, using, and storing this data can potentially touch
the boundaries of privacy guaranteed by law or social norms, especially if sensitive data is managed without
adequate care or transparency [29].

In contrast, the right to privacy is a fundamental principle recognized by many global data protection
regulations, such as the GDPR, which demands that any collection and processing of personal data must be
done in a lawful, fair, and transparent manner. The need to strengthen privacy often conflicts with the logic
of broad and deep fiscal oversight [30]. This conflict creates the challenge of designing a tax system that is
not only effective from a fiscal standpoint but also respects taxpayers' privacy. Harmonization between
these two interests requires ongoing dialogue, effective oversight, and the implementation of technologies
capable of protecting personal data while providing tax authorities the necessary access to fulfill their
duties [31]. Without careful balancing, the potential for conflicts of interest to escalate remains a real risk,
emphasizing the importance of transparency and accountability in all aspects of tax administration [32].

3.4. Strategy for Balancing Interests

Implementing the principle of data minimization in tax collection demands that tax authorities only collect
data strictly necessary for taxation without going overboard. This means that personal and financial
information collected from taxpayers should be limited to what is needed for assessing tax liabilities,
auditing and checking compliance, and other tax administration services [33]. The application of this
principle aims to reduce privacy-related risks and strengthen public trust in the tax system by ensuring
that data collection and processing are conducted in a way that respects individuals' privacy rights and
minimizes the potential for data misuse [34]. Despite its importance, implementing data minimization in
tax collection faces challenges, including balancing the need for fiscal transparency with privacy
protections and ensuring that restrictions on the data collected do not hinder the ability of tax authorities
to carry out their duties effectively [35].

In continuing data minimization practices, tax authorities face the challenge of navigating the evolving
technology and big data environment. Implementing advanced technologies such as big data processing
and artificial intelligence offers the potential to improve the efficiency and effectiveness of tax collection
but also increases risks to privacy if their use is not carefully regulated [36]. It is, therefore, important for
tax authorities to adopt an approach that considers privacy from design, ensuring that technological
systems and processes used for tax collection are designed to include data protection considerations from
the outset. This also involves continuous education and awareness for tax authority employees on the
importance of data minimization and privacy protection and the development of clear policies on data
access, use, and storage [37]. These strategies can help ensure that the collection and management of tax
data is not only efficient from an administrative point of view but also complies with the highest standards
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of privacy protection, reducing the risk of intrusion into taxpayers' privacy and strengthening legitimacy
and trust in the tax system [38].

The application of encryption technology in data security is an important step taken by various entities,
including government agencies, companies, and organizations, to protect sensitive and personal
information from unauthorized access. Encryption technology converts readable information into
encrypted data (cipher text) that can only be accessed or converted back into its original form by
individuals who possess the appropriate decryption key [39]. This method effectively maintains data
confidentiality when stored on hardware or transmitted over insecure networks like the internet. Using
layered encryption and strong encryption standards, such as AES (Advanced Encryption Standard) and
RSA, adds an important layer of protection that makes data more resistant to eavesdropping attempts,
identity theft, and other forms of cyberattacks [40].

In addition to encryption technologies, implementing a comprehensive data security policy often involves
other strategies such as multi-factor authentication, strict access management, and continuous network
monitoring. Multi-factor authentication ensures that access to sensitive data is restricted to verified users
through multiple verification methods, such as a combination of passwords, security codes sent via SMS, or
fingerprints [41]. Strict access management establishes role-based access rights, where individuals are only
granted access to information relevant to their tasks. Continuous network monitoring helps identify and
manage potential security threats in real-time. Together, these techniques and strategies form a robust
security framework, reducing the likelihood of data breaches and ensuring that sensitive information is
protected to high privacy and security standards [42].

In conclusion, using encryption technology and implementing data security through various important
strategies are essential in protecting sensitive and personal information from cyber threats and attacks in
today's digital age. Encryption technology provides a strong layer of protection by ensuring that data,
whether stored or in the transmission process, can only be accessed by individuals with the appropriate
decryption key. Additional data security strategies, such as multi-factor authentication, strict access
management, and continuous network monitoring, further strengthen the information security system by
restricting unauthorized access and monitoring suspicious activity.

Implementing and maintaining these security mechanisms not only meets the data protection needs from
a technical aspect but also builds trust and reliability in the digital environment for individuals and
organizations. In an increasingly connected and data-dependent global context, security and privacy are no
longer just a practical necessity but have become an ethical responsibility for all parties involved in data
management [43]. Therefore, it is important for every entity, including governments, companies, and other
organizations, to proactively adopt and update their data security policies in accordance with the latest
security standards to protect the privacy rights of individuals and ensure the integrity and security of
digital information.

In designing policies that accommodate fiscal needs while maintaining strong data protection,
policymakers should consider balancing cost efficiency and investment in security infrastructure. Policies
should formulate ways for efficient budget allocation that strengthens data security systems without
overspending resources [44]. This can be achieved by a detailed risk assessment, where resources are
allocated based on the urgency and importance of the protected data assets. Thus, the allocation of funds
can be targeted towards the most critical aspects of data protection, such as end-to-end encryption and
multi-layered security systems, while avoiding unnecessary spending on less critical components [45].
Another strategy that can be adopted in this policy is cooperation and partnership with the private sector
to develop more effective and lower-cost data security solutions. Utilizing new technologies, such as cloud
computing, can reduce local infrastructure costs while increasing the robustness and scalability of data
security systems [46]. This cooperation could also involve cost-sharing schemes or outcome-based
payment models, where governments can access the latest data security technologies without bearing all
the initial development and implementation costs [47].

Finally, the policy should include clear guidelines on data governance, emphasizing that any use or
management of data by government entities should always adhere to high-security standards, no matter
how large or small the expenditure required. This includes establishing transparent data usage rules,

https://crlsj.com 791



regular auditing processes, and returning information to users in case of a data breach [48]. Governments
can maintain public trust while optimizing fiscal expenditure by integrating preventive and reactive
measures against data security incidents into the fiscal framework [49].

4. Conclusions

Fiscal interests and data protection are often in conflict. On the one hand, the need for efficiency and savings
in budget management pushes governments and organizations to limit spending, including data security.
Meanwhile, the demand for high data protection necessitates significant investment in information security
technology and IT infrastructure, which often requires large expenditures. To resolve this contradiction,
the use of the right technology is key. Solutions such as cloud computing, end-to-end encryption, and
blockchain technology offer ways to enhance data security while potentially reducing traditional IT
infrastructure's operational and maintenance costs, providing a pathway to strike a balance between fiscal
and data protection aspects.

Adopting the right policies also plays a crucial role in achieving this balance. For example, policies that
allow for strategic cooperation with the private sector can open up access to data security technology
innovations while sharing the cost burden. In addition, regulations that encourage or even require using
specific security standards in data management by public and private entities can raise the bar of data
security without automatically requiring a large increase in budget allocations. Thus, through wise
technology choices and policies that support collaboration and standardization, fiscal interests and data
protection can coexist and reinforce each other to achieve a safer and more efficient common goal.

Tax law reforms incorporating data protection aspects are becoming increasingly important, especially in
this digital age, where the volume and sensitivity of information handled by tax authorities have
significantly increased. The explicit integration of data protection policies in tax regulations will ensure
that all personal data collected, processed, and stored by tax agencies are protected according to high-
security standards. This will not only strengthen public confidence in a fair and secure tax system but also
reduce the risk of data breaches that could affect the credibility and efficiency of the tax system as a whole.
The implementation of these reforms requires inter-sectoral cooperation and regulatory adjustments that
are transparent and inclusive, ensuring ethical and responsible data management in all tax operations.
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